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Google & Yahoo Updates -

What is Changing?

The policy changes implemented by Google and Yahoo in February 2024
significantly impact bulk email senders. The updates primarily revolve
around three key aspects: the authentication of outgoing emails,
maintaining low reported spam rates, and ensuring the ease of
unsubscribing from email lists.

For Gmail, effective February 1, 2024, compliance involves several key steps
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Google’s Guidelines
(Effective February 1, 2024)

« Publish a SPF record in your « Process unsubscribe
domain's DNS records requests within 48 hours

+ Integrate DKIM keys into « Monitor with Google Postmaster
your email headers and Yahoo Sender Hub

« Set up a DMARC record for « Have a PTR record (reverse
unauthenticated emails DNS) for sending server

+ Maintain a reported spam » Add ARC headers to indicate
rate below 0.10% forwarding and forwarder

« Include a clearly visible one- « Create DMARCrua tag for sender
click unsubscribe link preference for reportings
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For Yahoo, effective Q1 2024, compliance requires the following

Yahoo's Changes
(First quarter of 2024)
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Implement SPF, DKIM, Support one-click Ensure emails align
and DMARC. unsubscribe. with user preferences.

This glossary serves as your guide to understanding the terms
associated with the critical updates and ensuring your email campaigns
remain compliant and successful.

Whether you're a veteran marketer or just starting out, you will find
concise explanations of key terms that will equip you with the
knowledge you need to stay ahead of the curve.
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1. Bulk sender

An organization sending high volumes of email, typically exceeding
5,000 emails per day, to Gmail/Yahoo addresses.
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2. Authentication

. DMARC (Domain-based Message Authentication, Reporting, and
Conformance): A framework that allows domain owners to specify
how unauthorized emails from their domain should be handled.

- DKIM (Domain Keys Identified Mail): An email authentication
protocol that cryptographically verifies the sender's domain.

- SPF (Sender Policy Framework): An email authentication protocol
that specifies which email servers are authorized to send mail for a
particular domain.

- DMARC alignment: DMARC passes or fails a message based on how
closely the message “From: header” matches the sending domain
specified by either SPF or DKIM.

- DMARCrua: A DMARC record tag/option indicating the sender's
preference for reporting suspicious activity to a designated team for
further investigation.

. 5.7.26 error: Denotes that the message does not have authentication
information or fails to pass authentication checks (SPF or DKIM),
and has been blocked.

- ARC headers: These headers added to outgoing email indicate the
message was forwarded and identify you as the forwarder.
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Spam rate of 0.1%: Out of every 1,000 emails you send, no more
than 1 email should be classified as spam.

Reverse DNS (RDNS): A record linking an IP address to a domain
name, used by email filters to identify and block potential spam. A
valid reverse DNS record aligns with the sender's domain.

Spam complaint: Happens when a recipient marks an email as
unwanted. This hurts the sender reputation and delivery rates,
potentially triggering such emails to land in spam folders.

Spam Triggers: Specific words, phrases, or formatting choices in
emails that can raise red flags for spam filters and land the email in
the spam folder.

Spam trap: An inactive email address intentionally disguised as real,
used by email providers and anti-spam organizations to catch
spammers. Sending emails to spam traps gets sender reputation
flagged, harming future deliverability.

Blacklists: Lists of domains known to send spam, impacting
deliverability. Getting blacklisted means emails bounce or land in
spam, harming deliverability and sender reputation.

Whitelists: Lists of approved senders that bypass spam filters. It is
like a VIP list, ensuring messages from specific domains always
reach the inbox. Recipients add trusted senders like friends or
companies they want to hear from.
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. Double opt-in: A confirmation process where recipients must verify
their subscription to an email list twice; reduces spam complaints.

- Email list segmentation: Dividing an email list into smaller groups
based on shared characteristics for targeted campaigns that lead to
higher relevancy and lower spam complaints.
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4. Unsubscribe

- Unsubscribe: The process for recipients to opt out of receiving
future emails from a sender.

- One-click unsubscribe: An easy-to-use option for recipients to
unsubscribe from an email list with a single click.

. RFC 8058: An official IETF (Internet Engineering Task Force)
document that proposes a method for signaling a one-click function
for the "List-Unsubscribe" email header field.
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Deliverability

. Deliverability: The ability of bulk emails to land in recipients'
inboxes, bypassing spam filters and reaching their intended
destination.

. Sunset policy: A defined process for managing disengaged/dormant
email subscribers and eventually removing them from the list. It
keeps mailing lists clean and improves deliverability.

. Sender reputation: A history of sending high-quality, relevant emails
builds trust with email providers and improves deliverability.

- Warm-up process: Gradually increasing the email sending volume to
build sender reputation.

. Inbox placement rate: Percentage of emails reaching the primary
inbox instead of the spam folder.

. Engagement rate: A measure of how recipients interact with emails,
including opens, clicks, unsubscribes, and forwards.

. Click-through rate (CTR): The percentage of email recipients who
click on a link within the email.

- Bounce rate: The percentage of emails that are undeliverable due to
various reasons (e.g., invalid address, full mailbox).

. Bounce types: Hard bounce (undeliverable address), soft bounce
(temporary issue), graymail (complaints despite valid address).
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. Seed list: A small group of real, confirmed opt-in email addresses
used by email service providers (ESPs) to test email deliverability.
They monitor how specific inboxes handle your emails, providing
valuable insights into sender reputation and potential spam filtering
issues.

. List hygiene: Similar to Sunset Policy, ensures clean email lists with
valid and active addresses to minimize bounces and improve
deliverability.

. A/B testing: Involves sending two slightly different versions of an
email to separate groups of subscribers. By comparing open rates,
click-through rates, and other metrics, the sender sees which
version resonates better. This data-driven approach helps optimize
subject lines, design elements, calls to action, and more.
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6. Legal and compliance

Global

. General Data Protection Regulation (GDPR): Requires explicit
consent for receiving commercial emails and grants individuals data
access and erasure rights. (EU)

. California Consumer Privacy Act (CCPA): Similar to GDPR, it
emphasizes user control over data and restricts email marketing
practices in California. (USA)

Specific to Spam

. CAN-SPAM Act: Sets core legal framework for commercial email in
the US, outlining requirements for sender identification, unsubscribe
options, and content truthfulness.

. CASL (Canada Anti-Spam Law): Prohibits unsolicited commercial
emails without express consent and outlines compliance measures.

. Anti-Spam Act (Australia): Restricts unsolicited commercial emails,
requires opt-out options, and empowers the Australian
Communications and Media Authority (ACMA) for enforcement.

. Electronic Commerce Directive (EU): Requires consent for marketing
emails unless there's a pre-existing business relationship.
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7. Content and design

. RFC 5322: Specifies how an email message is composed, including
header fields (like sender, recipient, subject) and the message body.

. RFC 2369: Defines a set of standardized header fields for email
messages sent by mailing lists.

- RFC 2045 through 2049: Multipurpose Internet Mail Extensions
(MIME), that define standards for attachments, formatting, and
international character encoding.

- Preheader text: A snippet displayed next to the subject line in an
inbox, offering a mini-preview of your email's content. It's the
second chance to grab attention and entice recipients to open.

- Responsive design: Ensures the message looks great and functions
flawlessly on any device, automatically adjusting content, layout,
and images to fit smartphones, tablets, and desktops. This keeps
emails accessible and engaging, boosting user experience.

. Accessibility: Means creating emails usable by everyone, including
individuals with disabilities. This requires using alternative text for
images, clear formatting, and avoiding accessibility traps like color-
only contrast.
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Conclusion

Official resources:

- Google email sender guidelines

. Google Postmaster

« DMARC

- SPF

- DKIM

« RFC 5322

- RFC 8058

. RFC 2369

- Yahoo! email standards enforcing
. Yahoo Sender Hub

Disclaimer This information is for general guidance only and may not be
exhaustive. Keep checking the official resources for updates and fresh
policies. Feel free to contact our panel of email marketing experts for
specific advice or guidance.

Connect with us to understand how you can benefit from our expertise
and experience. Serving over 6,500 customers across 40 countries,
Netcore delivers 500 million emails every day.
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https://support.google.com/a/answer/81126?hl=en&visit_id=638416733080710488-2966091597&rd=1#zippy=%2Crequirements-for-sending-or-more-messages-per-day
https://support.google.com/a/answer/9981691?visit_id=638416700513543075-1017527951&rd=1
https://support.google.com/a/answer/2466580?hl=en
https://support.google.com/a/answer/33786
https://support.google.com/a/answer/174124
https://support.google.com/a/answer/13567860?hl=en
https://datatracker.ietf.org/doc/html/rfc8058
https://tools.ietf.org/html/rfc2369
https://blog.postmaster.yahooinc.com/post/730172167494483968/more-secure-less-spam
https://senders.yahooinc.com/faqs/
https://netcorecloud.com/request-demo/
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With Latency Dashboard and Inbox Monitoring,
Netcore offers actionable analytics, real-time
data, and insights for every user on the
dashboard

Netcore has delivered over 1.5 billion AMP
emails for 50+ global brands - the first ever
company to send such a volume

Ahead of the curve at applying Al to marketer
workflow as per The Forrester Wave™: Email
Marketing Service Providers Report 2022

Why ChOOSG 20 billion emails/month, a blazing speed of

3 seconds, and a robust 95% inbox
Netcor.e placement
for email?

Highest rated as a Customers’ Choice for Email
Marketing in Gartner’s 2022 ‘Voice of the Customer’
Report. #1 in transactional email and leaders

in email deliverability as per G2 winter report 2024

1150+ strong team spread across 40+ countries
(India, USA, Germany, and the others in SEA)

6500+ paying customers include Pepe Jeans, Air
8& Asia, Myntra, Woodland, Asian Paints, ALDO,
HDFC, and more
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Skyrocket your
Email Marketing ROI

\/ Netcore

Netcore Cloud Inc.
18C-102 500 7th Avenue, New York, NY 10018, USA

hello@netcorecloud.com
www.netcorecloud.comecloud.com
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